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PAYMENT NETWORK 
TOKENIZATION 101

Does your business accept credit card payments? If 
so, it will benefi t from tokenization. In its simpler 
form, this security technique has been around since 
the rise of online shopping in the mid-90s. In 2014, 
we saw the emergence of modern network 
tokenization, with card networks starting to issue 
tokens to protect sensitive data and reduce the risk 
of data breaches.

Despite how ubiquitous tokenization is today, many 
business owners still aren’t sure how it works. Read 
on to learn more about this process and why your 
business needs it!

What is network tokenization?

Network tokenization is a security technique that 
replaces sensitive payment data, such as credit 
card information, with a unique set of characters 
known as a “token.” Since this process doesn’t 
store actual card information, it helps make 
transactions safer. Even if someone does manage 
to access a token, they won’t be able to use it to 
make fraudulent purchases.

It’s worth noting that network tokens aren’t 
synonymous with payment tokens. The former is

issued by card networks, whereas the latter refers 
to any tokens used in digital payments.

How does network tokenization work?

Every part of network tokenization takes place 
behind the scenes. The process is designed to be 
as frictionless as possible, and usually only takes a 
few seconds. Here’s how it works:

1. The customer enters their credit card details 
into the merchant’s system

2. The merchant requests a network token from 
the card network

3. The card network consults the customer’s bank 
to approve/deny the request

4. If approved, the card network creates a token 
and sends it to the merchant

5. The merchant stores the network token for 
future use

This process makes payments more secure and 
seamless, which is why it’s used for everything from 
digital wallet payments like Apple Pay to subscription 
services like Netfl ix.

Benefi ts of network tokenization

As mentioned earlier, the key benefi t of network 
tokenization is the enhanced security that this 
process offers to both merchants and customers. 
Tokenization reduces the risk of data breaches and 
minimizes the likelihood of unauthorized access. 
This is important because there are more and more 
fraudsters trying to intercept the data between 
merchants and banks.

Tokenization also minimizes the processing and 
storage of sensitive payment information, which 
helps businesses adhere to industry standards 
such as the Payment Card Industry Data Security 
Standard (PCI DSS). By complying with PCI DSS, 
you’ll maintain customer trust and avoid potentially 
major fi nes and penalties.

Finally, tokenization is a key part of creating a 
smoother customer experience at checkout. And 
since network tokens naturally lead to higher 
authorization rates, they’re also likely to increase 
customer loyalty and generate repeat purchases.

Source: MONA Solutions, https://monasolutions.com
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WHEN THE CLOUD CRASHES

ABOUT DAVID STEINER, THE NEW POSTMASTER GENERAL

Even the biggest names in tech aren’t immune to downtime. In October, Amazon 
Web Services (AWS) – one of the world’s largest cloud providers – experienced 
a major outage that disrupted countless websites and applications across 
industries. For many businesses, this meant more than just a temporary 
inconvenience. Operations slowed. Sales stalled. Customer communications 
stopped.

It’s a reminder that cybersecurity isn’t only about protecting your data from 
hackers. It’s also about ensuring your business can stay running when 
technology fails.

The hidden risk of over-reliance

Many small and mid-sized businesses rely on cloud services like AWS, Microsoft 
Azure or Google Cloud for everything from email hosting and data storage to 
client portals and accounting systems.

That reliance is convenient … until a single point of failure brings everything 
down. When one provider experiences an outage, it can ripple across your entire 
organization. Suddenly:

• Your website is offl ine.

• Emails aren’t sending or receiving.

• Employees can’t access internal tools.

• Customers can’t place orders or log in.

Even if the issue isn’t a cyber-attack, it still exposes a critical vulnerability: lack 
of redundancy.

Cybersecurity ≠ just threat prevention

Cybersecurity is often viewed through the lens of stopping attackers, but true 
protection also means preparing for disruptions. A resilient business doesn’t 
just defend itself; it adapts and keeps operating.

That’s where cyber resilience comes in. It’s the balance of:

• Security – Keeping systems safe from malicious threats.

• Continuity – Maintaining operations during outages or failures.

• Redundancy – Ensuring there’s always a plan B (and C).

5 steps to build business continuity into your cybersecurity plan

1. Map your dependencies – Identify which systems, platforms and vendors 
your business relies on. If one goes down, what’s affected?

2. Establish backup workfl ows – For critical processes like email, fi le sharing 
and payment systems, set up alternate providers or manual procedures.

3. Test failover systems regularly – Backups and secondary networks are 
only valuable if they actually work when needed. Schedule quarterly tests.

4. Document your response plan – Make sure your team knows exactly who 
to contact and what to do if an outage strikes.

5. Communicate proactively – When downtime happens, clear and honest 
updates to clients and employees build trust and confi dence.

Preparing for the next outage

No matter how big the provider, no cloud platform offers 100% uptime. Outages 
will happen, and when they do, businesses with strong cybersecurity and 
continuity strategies will recover faster, maintain client trust and minimize 
fi nancial losses.

At Shield IT Networks, we help fi rms strengthen both sides of the equation: 
proactive cybersecurity protection and operational resilience. Our experts can 
assess your infrastructure, identify weak points and help you design a backup 
strategy that keeps your business moving, even when the cloud doesn’t.

Stay secure. Stay resilient. Stay operational. Schedule a high-level discovery 
call with one of our cybersecurity experts to evaluate your resilience plan and 
ensure your fi rm is ready for the next major outage.

Source: Shield IT Networks, www.ShieldITNetworks.com

A RESILIENT BUSINESS DOESN’T 
JUST DEFEND ITSELF; IT ADAPTS 
AND KEEPS OPERATING.

Introduction

Not long after signing an agreement with the 
Department of Government Effi ciency (DOGE) in 
regard to cost-saving and eliminating waste, United 
States Postal Service (USPS) Postmaster General 
Louis DeJoy announced his resignation, effective 
March 24, 2025. At the time, he was in the fourth 
year of a ten-year revitalization plan that he called 
“Delivering for America.” 

On the way out

As he left, De Joy had fi ve parting shots at various 
aspects of the USPS’s operation:

1. USPS retirement assets: He believes that 
mismanagement of these assets results in 
billions of dollars of additional charges that 
could be addressed by the Offi ce of Personal 
Management and the Treasury.

2. USPS retirement funds: These funds are 
currently invested in U.S. Treasury bonds, but 
DeJoy thinks they should be in higher-
yielding investments.

3. The USPS Workers’ Compensation program: 
According to DeJoy, mismanagement of this 
results in millions of dollars in excessive 
charges. He believes that this could be resolved 
by the Department of Labor through 
Congressional legislation.

4. Unfunded mandates: Imposed by legislation, 
DeJoy noted that these mandates require the 
USPS to provide services without any 
supporting funding.

5. The Postal Regulatory Commission (PRC): He 
added that the PRC has caused billions of dollars 
in damage to the USPS through defective pricing 
models and onerous bureaucratic processes. 

In fairness to DeJoy, and irrespective of the success 
or failure of his “Delivering for America” plan, these 
fi ve points will work against any Postmaster General 
who attempts to get the USPS out of the red.

Next up: David Steiner

In July, David Steiner became the next Postmaster 
General. His appointment was supported by 
President Trump. Steiner, a business executive and 
lawyer, brings years of experience in logistics as the 
Chief Executive Offi cer of Waste Management (a 
large U.S.-based waste management company) 
from 2000 to 2016. He also served on the FedEx 
board starting in 2009 and ending shortly before his 
appointment as Postmaster General. 

Steiner appears to be content with continuing 
DeJoy’s policies. In a message to USPS employees, 
he noted that he would be getting to know USPS 
employees and USPS partners. He wants to hear 

Continued on back
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CONTACT US ADDRESS
5800 S. Eastern Avenue, 
Suite 400
Los Angeles, CA 90040

P.O. Box 910936
Los Angeles, CA 90091
Phone: 323.728.9500

www.piasc.org

KEY CONTACTS
LOU CARON 
President/CEO
Ext. 274
lou@piasc.org

KATHY SCHMIDT
Director, Insurance Services
Ext. 223 
kathy.schmidt@piascins.com

EVIE BAÑAGA 
Employee Benefi ts
Ext. 224 
evie@pibt.org

KRISTY VILLANUEVA 
Member Services
Ext. 215
kristy@piasc.org

SUSAN LEVI
Human Resources
piasc@jinjihr.com
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MEMBER NEWS

KELLY SPICERS CELEBRATES 90TH ANNIVERSARY
Kelly Spicers, a well-regarded provider and 
distributor of paper, packaging, wide format, digital 
and facilities solutions products, is now 90 years 
old. To celebrate, they have created a series of 
special videos providing an inside look at how 
they’ve thrived for nine decades – and their plans 
for keeping it going well into the future. You can 
access these videos at https://kellyspicers.
com/90th-anniversary.

Kelly Spicers’ mission is to be a true partner, 
delivering meaningful solutions and offering a 

diversity of products and services that bring success 
to their customers, suppliers and employees, today 
and tomorrow. Given the fact that they’ve successfully 
reached this 90-year milestone, the company clearly 
must be doing something right!

NATIONAL NEWS

MISCELLANEOUS

from them as he assesses the USPS’ major 
programs and strategies.

During his presentation, Steiner asserted the 
following fi ve points:

1. No privatization: He said that he does “not 
believe the Postal Service should be privatized, 
or that it should become an appropriated part 
of the federal government.” Instead, Steiner 
expects the USPS to be a self-fi nanced and 
independent agency.

2. The Delivering for America plan is working: 
Steiner said that “the transformation and 
modernization efforts that have been 
implemented over the past several years have 
brought the Postal Service substantially closer 
to private sector logistics practices.”

3. On-time delivery: He stressed that he is “a 
firm believer” in the USPS’ commitment to 
the American public for on-time delivery of 
mail and packages. Steiner will work to 
maintain high standards by continuing to 
drive service improvements.

4. Financially self-sustaining: He noted that the 
other major commitment of the USPS was to 
“operate in a fi nancially self-sustaining manner.”

5. His strengths: Steiner told USPS employees 
that he brings a strong private-sector 
background in logistics to the table. He stressed 
that he is proud to be “Postal Blue.”

Conclusion

In appointing David Steiner as the new Postmaster, 
the White House has named someone who seems 
satisfi ed to continue Louis DeJoy’s initiatives, at 
least while he grounds himself in the ongoing 
operation of the USPS. His fi ve points to USPS 
employees are admirable, but none of them touch 
defi nitively on any of the fi ve grievances that DeJoy 
sees as factors that are holding the USPS fi rmly in 
the red. Even so, it seems clear to this observer that 
Steiner’s fourth point hints at automation, cost-
cutting and consolidation.

Whether any of DeJoy’s concerns can be 
addressed remains to be seen, but resolving these 
concerns does not seem very likely given the 
current political climate.

Source: Jim Hamilton, Green Harbor Publications, 
www.greenharbor.com 

PRINT EXCELLENCE AWARDS CALL FOR ENTRIES
Do you have what it takes to be proclaimed the “Best 
in the West”? Enter your best work and fi nd out!

PIA is excited to kick off the “Call for Entries” for the 
2026 Print Excellence Awards competition. Each 
year this regional event rewards the best 
craftsmanship and technology in the dynamic 
printing, imaging and fi nishing communities.

Entries are accepted from members in all 13 states 
that PIA serves: Arizona, Alaska, California, 
Colorado, Hawaii, Idaho, Montana, Nevada, New 
Mexico, Oregon, Utah, Washington and Wyoming.

4 new label categories added

“The Association has seen that the label and 
packaging industry continues to grow,” says 
Membership Director Kristy Villanueva. “To better 
showcase our members’ award-winning capabilities, 
this year we are adding four new categories in 
this area.” 

The new categories are:

• Labels – Flexographic

• Labels – Roll-Fed Offset  

• Labels – Cut & Stack Offset 

• Labels – Digital 

Why participate?

Demonstrate to your employees that quality counts 
and show your customers that they made the right 
choice. The many benefi ts of winning include: 

• Increased name recognition in the industry and 
with current and potential clients

• Regional media exposure and expanded 
PR opportunities

• Exclusive use of 2026 Print Excellence Awards 
logo for your stationery and marketing collateral

• Stunning awards to display honoring 
your achievement

• Improved employee morale and increased 
job satisfaction

• And more

Start submitting your samples now! We look 
forward to seeing your entries no later than Friday, 
February 20, 2026.

For more information, visit www.piasc.org/
printexcellence. 

2026 DEADLINE: FRIDAY, 
FEBRUARY 20TH, 4:00 PM PT

2026
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